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GLOBAL LANDSCAPE 

ON COVID-19 

CYBERTHREAT
(April 2020, INTERPOL)

a) Malicious domains

b) Online scams and 

phishing

c) Data-harvesting 

malware

d) Disruptive malware 

(ransomware and 

DDoS)

e) Vulnerability of working 

from home



CIS Controls V 7.1, April 2019

What are cyber hygiene best practices?
There are ten controls in the foundational CIS controls, 
namely:

1) Email and web browser protections

2) Malware defenses

3) Limitation and control of network ports, protocols, and 
services

4) Data recovery capabilities

5) Secure configuration of network devices, such as firewalls, 
routers, and switches

6) Boundary defense

7) Data protection

8) Controlled access based on the need to know

9) Wireless access control

10) Account monitoring and control

• Loss of data.

•Misplaced data.

•Security breaches.

•Outdated software.

•Old security software. 

•Poor or lack of vendor risk 

management.











1) Gunakan budaya bangsa Indonesia baik di dunia 
nyata maupun dunia maya;

2) Kenali dan pahami teknologi, selaraskan dengan
kebutuhan;

3) Selalu waspada dan berhati-hati dalam interaksi
di dunia maya;

4) Kembangkan kemampuan literasi digital;
5) Bangun tata kelola keamanan informasi yang 

baik.

Prinsip-Prinsip Budaya Keamanan Siber
(amanat PP 71/2019 ps.94 ayat 1)



https://bssn.go.id/tips-singkat-dan-praktis-di-dunia-siber/

https://bssn.go.id/tips-singkat-dan-praktis-di-dunia-siber/
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